
S H A L L  W E ?

Let's Get
Started

L a y  t h e  f o u n d a t i o n  t o  a t t a c k  l i k e

a n  a d v e r s a r y

L e a r n  L i n u x  &  W i n d o w s  b a s i c s

f r o m  C y b e r s e c u r i t y  p o i n t  o f  v i e w

L e a r n  t o  i m p l e m e n t  &  a v o i d

s o c i a l  e n g i n e e r i n g  a t t a c k s ,

V i r u s ,  M a l w a r e s  a n d

R a n s o m w a r e  

T h e  a b i l i t y  t o  s e c u r e  a n d  p r o t e c t

a n y  n e t w o r k  f r o m  h a c k e r s  a n d

l o s s  o f  d a t a

About Course

T h i s  c o u r s e  i s  a  f o u n d a t i o n a l

t r a i n i n g  t o  I n t e c t ' s  l i n e  o f

p e n e t r a t i o n  t e s t i n g  c o u r s e s .  

 

 I t  t e a c h e s  y o u  t o  t h i n k  l i k e  a

h a c k e r .  Y o u  w i l l  l e a r n  t h e  v a l u e  o f

v u l n e r a b i l i t y  a s s e s s m e n t s ,  h o w

m a l w a r e s  a n d  v i r u s e s  w o r k ,  h o w  a n

a t t a c k e r  a t t a c k s  a n d  m o s t

i m p o r t a n t l y  h o w  t o  i m p l e m e n t

c o u n t e r  r e s p o n s e  a n d  p r e v e n t a t i v e

m e a s u r e s  w h e n  i t  c o m e s  t o  a

n e t w o r k  o r  a n  a p p l i c a t i o n  h a c k .  

 

T h i s  c o u r s e  e n s u r e s  r o c k  s o l i d

f o u n d a t i o n s  o f  I n f o r m a t i o n

S e c u r i t y  &  t e r m i n o l o g i e s  u s e d  i n

t h e  i n d u s t r y .  

Learning Outcomes



W H Y  T R A I N
W I T H  U S

About Us
Intect ( a unit of Hion Security Private
Limited) is a business consulting firm

specialising in building and transforming
cybersecurity postures to enable business

and mitigate risks. 
Our focus is on strengthening security
resilience by reducing the likelihood of

attacks, threats, and accidents, in order to
advance change, innovate, and accelerate

growth the way a business wants. 

S E C U R I T Y  I N  O U R  D N A

We have been serving top organisations in
India, US, Middle East for their

cybersecurity needs.  Tapping such a
market with ever growing risks is only

possible when the R&D behind our services
is well built. You'll get a chance to

experience what we deliver and how we
deliver so that you know what's expected

of you when you enter this market.

W A L K  T H E  T A L K

You''ll be trained by experts who are
actively working with us as security

consultants and delivering top-notch
services to our clients. No trainer is hired

especially to deliver this training. What we
are at our core, is what we want to deliver

to our trainees. 

G U E S T  L E C T U R E S

Being in the industry for so long, we are
fortunate enough to build such a huge

network of professionals who are
champions in what they do! We'll bring

them onboard for guest lectures so that you
directly hear from horse's mouth. 

B E  O U R  G U E S T

After finishing up with the course, you'll
get a chance to join us an intern for 3-6

months, learn and work with us on
industry projects. 
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Introduction to Hacking &
Cybersecurity 

D e f i n i t i o n  o f  I n f o r m a t i o n  &  D a t a

W h y  t o  S e c u r e ?

W h a t  a r e  T h r e a t s ?

D i f f e r e n c e  b / w  C y b e r s e c u r i t y  &

I n f o r m a t i o n  S e c u r i t y

T h r e e  P r i n c i p l e s  o f  C y b e r s e c u r i t y

W h a t  i s  S e c u r i t y  B r e a c h ?

R i s k  &  R i s k  M a n a g e m e n t

H a c k i n g  &  a  H a c k e r

T y p e s  o f  H a c k e r

B a s i c  T e r m i n o l o g y  i n  C y b e r s e c u r i t y

D e f i n i t i o n  o f  C o u n t e r m e a s u r e s

T o p  5  H o l l y w o o d  m o v i e s  t o  w a t c h  i f

y o u  l o v e  h a c k i n g

Legalisation & Cyber Laws

I T  A c t  2 0 0 0

O r i g i n a l  A c t

M a j o r  A m e n d m e n t

R e v i s e d  A c t

E t h i c s  &  L e g a l  I s s u e s

R e s p o n s i b i l i t i e s  o f  K n o w l e d g e  &

P o w e r

E t h i c a l  D i s c l o s u r e

Internet & Internet Censorship

H o w  I n t e r n e t  W o r k s

W h a t  i s  I n t e r n e t  C e n s o r s h i p

H o w  d o  D i f f e r e n t  C o u n t r i e s  C e n s o r

t h e  I n t e r n e t  ( I n d i a ,  C h i n a ,  S o u t h

K o r e a )

Basics of Web & Computer Networking

N e t w o r k i n g

T y p e s  o f  N e t w o r k i n g  &  S w i t c h i n g

H o w  t h e  W e b  W o r k s ?

H o w  a  W e b  B r o w s e r  B u i l d s  &

D i s p l a y s  P a g e s ?

N e t w o r k i n g  T o p o l o g i e s

O S I  M o d e l

T r a n s p o r t  &  I n t e r n e t  P r o t o c o l

C o n c e p t  o f  I P

C o m m o n  P o r t s  &  P o r t  N u m b e r s

S S L  H a n d s h a k e

R o u t e r s  a n d  R o u t i n g  P r o t o c o l s

A p p l i c a t i o n  P r o t o c o l s

Deep & Dark Web

I n t r o d u c t i o n  t o  D e e p  a n d  D a r k  W e b

D i f f e r e n c e  b e t w e e n  D e e p ,  D a r k  &

S u r f a c e  W e b

H i s t o r y  o f  D e e p  W e b

C o m m o n  M y t h s

T O R  B r o w s e r

I n t r o d u c t i o n  t o  C r y p t o c u r r e n c y

D e e p  W e b  L i n k s

D a r k  N e t  M a r k e t s

E x p l o r i n g  t h e  M a r k e t s

Introduction to Malwares &
Different Types of Cyber Attack

W h a t  i s  M a l w a r e

V i r u s e s  v / s  W o r m s

L i f e c y c l e  o f  a  V i r u s

P o l y m o r p h i c  V i r u s

T r o j a n

K e y l o g g e r s

B a c k d o o r

R a n s o m w a r e  &  S p y w a r e

R o o t k i t s

B o t  &  B o t n e t s
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Introduction to 
Digital Wallets, Going Cashless,

Cryptocurrency

I n t r o d u c t i o n  t o  D i g i t a l  P a y m e n t s  &

W a l l e t s ,  P a y m e n t  G a t e w a y s ,  e t c

U P I  &  H o w  i t  W o r k s

R i s k s  o f  B e i n g  C a s h l e s s

U P I  F r a u d s

C r y p t o c u r r e n c y

Introduction to Cloud Computing

T r a d i t i o n a l  A r c h i t e c t u r e

W h a t  i s  C l o u d  C o m p u t i n g

C l o u d  s e r v i c e  m o d e l s  -  I a a S ,  P a a S ,

S a a S

B e n e f i t s  o f  c l o u d  o v e r  t r a d i t i o n a l

d e p l o y m e n t  -  R a p i d  E l a s t i c i t y ,

R e s o u r c e

P o o l i n g ,  B r o a d  N e t w o r k  A c c e s s

Introduction to Cloud Computing

C o n f i d e n t i a l i t y

I n t e g r i t y

A v a i l a b i l i t y

Some Basics of Linux 

L i n u x  A r c h i t e c t u r e

L i n u x  F i l e  T y p e s

L i n u x  F i l e  H i e r a r c h y

G e t t i n g  H e l p

W o r k i n g  w i t h  D i r e c t o r i e s

W o r k i n g  w i t h  F i l e s

W o r k i n g  w i t h  F i l e  c o n t e n t C

F i l t e r s  &  S e a r c h i n g  F i l e s

Reconnaissance - Surveying the
Attack Surface

R e c o n  T y p e s  &  G o a l s

A c t i v e  &  P a s s i v e  R e c o n

G o o g l e  D o r k s

S c a n n i n g  &  E n u m e r a t i o n

S h o d a n

I d e n t i f y i n g  A c t i v e  H o s t s

I d e n t i f y i n g  A c t i v e  S e r v i c e

D e m o  :  M a l t e g o ,  H a r v e s t e r ,  R e c o n -

n g

O S  &  S e r v e r  F i n g e r p r i n t i n g

D e m o  N m a p  &  M a s s c a n

Introduction to Web Security

I n t r o d u c t i o n  t o  W e b  H a c k i n g

W e b  S e c u r i t y  A r c h i t e c t u r e  -

F i r e w a l l s ,  D M Z ,  e t c

I n t r o d u c t i o n  t o  O W A S P

I n t r o d u c t i o n  t o  O W A S P  T o p  1 0

B a s i c s  o f  A t t a c k i n g  t h e  W e b  S e r v e r

B a s i c s  o f  A t t a c k i n g  t h e  P l a t f o r m

B a s i c s  o f  A t t a c k i n g  t h e  T e c h n o l o g y

T o o l s  a n d  M e t h o d o l o g y

I n t r o d u c t i o n  t o  S Q L  I n j e c t i o n

D i f f e r e n t  T y p e s  o f  S Q L  I n j e c t i o n

I n t r o d u c t i o n  t o  E x p l o i t  D B

Damn Vulnerable Apps

I n s t a l l i n g  M u l t i d i l a e ,  O W A S P  Z A P ,

D V W A

D e m o :  S Q L  I n j e c t i o n

D e m o :  S Q L M a p

D e m o :  A u t h e n t i c a t i o n  B y p a s s

D e m o :  I D O R

D e m o :  C o m m a n d  I n j e c t i o n

D e m o :  X S S

D e m o :  B u r p  A u t o m a t e d  S c a n n e r

D e m o :  O W A S P  T o p  1 0
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How to Stay Safe & Vigilant 

B r o w s e r  S a f e t y  T h r e a t s

E m a i l

O n l i n e  T i c k e t  B o o k i n g

O n l i n e  B a n k i n g

S o c i a l  m e d i a  l i k e  F a c e b o o k ,

W h a t s a p p

H o w  t o  L o c k d o w n  Y o u r  F a c e b o o k

P r i v a c y

D i g i t a l  W a l l e t s

O n l i n e  G a m e s

M o b i l e  S a f e t y

P a r e n t i n g  i n  D i g i t a l  A g e

C y b e r  B u l l y i n g / C y b e r  H a r a s s m e n t

O t h e r  C y b e r s e c u r i t y  H y g i e n e

How to Know if You Have Been
Hacked? 

H a v e  I  B e e n  P w n e d

G h o s t P r o j e c t

S p y C l o u d

Bonus Content

R e s o u r c e s  a n d  T o o l s

S w e e t  L i t t l e  H a c k s

P a r t i n g  W o r d s

T H I S  C O U R S E  I N C L U D E S

3o hours of live sessions
Certificate of Completion
Downloadable Resources
Access to our cybersecurity
community
Q & A
Career Guidance

Visit us:
https://theintect.com/trainings

Email us:
info@theintect.com 

Call us:
+91-8800299792
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